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Abstract: The implementation of digital medical records in Indonesian hospitals faces various challenges,
especially in terms of technological readiness, inadequate regulations, and data security threats that need to be
addressed to ensure efficient and safe healthcare services. This study aims to identify the challenges in Digital
Medical Record Implementation from the perspective of technology, regulation, and data security. This study used
a systematic literature review research approach guided by the Preferred Reposrting Items for Systematic Review
and Meta-Analysis (PRISMA). The results showed that the implementation of digital medical records in
Indonesian hospitals faces considerable challenges from three main perspectives, namely technology, regulation,
and data security. The technology perspective includes several challenges such as 1) System Interoperability, 2)
Privacy, 3) IT Infrastructure Limitations, 4) Implementation Costs and 5) Maintenance and Technology Adoption
by Medical Staff- The regulatory perspective includes challenges such as 1) Regulatory Compliance, 2) Patient
Data Protection, 3) Validity of Medical Records, 4) Long-term Data Retention and 5) System Interoperability. The
data security perspective includes challenges such as 1) Infrastructure Security, 2) Data Encryption, 3) Access
Control, 4) Incident Response and 5) Regular Security Audits. Thus, collaborative efforts between the
government, hospitals and technology providers are needed to address these challenges and drive safe and
effective digital transformation in Indonesia's healthcare sector.
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1. INTRODUCTION

The implementation of digital medical records (DMRs) in Indonesian hospitals is of
paramount importance, as it addresses numerous challenges associated with traditional paper-
based systems while enhancing the overall quality of healthcare delivery. The transition to
electronic medical records is not merely a technological upgrade; it represents a fundamental
shift in how patient information is managed, accessed, and utilized within healthcare settings
(Li et al., 2021). One of the primary benefits of adopting DMRs is the significant reduction in
patient waiting times and the improvement in the continuity of care. A study conducted in
Nigerian hospitals found that the adoption of DMRs led to a decrease in patient waiting times
due to the availability of accurate and timely patient information, which is crucial for effective
clinical decision-making (Onuogu, 2023). This is relevant in Indonesia, where healthcare
facilities often face challenges related to patient flow and service delivery efficiency. The
ability to quickly access patient records can streamline processes, reduce redundancies, and

ultimately enhance patient satisfaction.
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Moreover, the digitalization of medical records facilitates better data management and
enhances the quality of healthcare services. A comprehensive medical records system not only
serves as a legal document but also plays a critical role in clinical decision-making and patient
safety (Nasution, 2023). Incomplete or poorly managed medical records can lead to medical
errors, which are a significant concern in healthcare settings. By implementing DMRs,
hospitals can ensure that all relevant patient information is accurately recorded and easily
accessible, thereby minimizing the risk of errors and improving patient outcomes (Rahmatiqa
et al., 2020). In addition to improving operational efficiency and patient safety, the
implementation of DMR can also support regulatory compliance and accreditation processes.
Accurate and complete medical records are essential to meet the standards set by health
authorities and ensure that hospitals maintain their accreditation status (Rahmatiqa et al., 2020).
This is important for the overall credibility and quality assurance of healthcare institutions in
Indonesia.

However, the implementation of digital medical records (RMD) in Indonesian hospitals
faces significant challenges, most of which relate to technology infrastructure, cost, data
security, regulation and human resources. One of the main challenges is the inadequate
technology infrastructure, especially in remote areas. A report by the Ministry of Health (2021)
shows that around 30% of hospitals in Indonesia do not have stable internet network access,
which greatly hinders the adoption of RMD systems (Asyfia et al., 2023). This is in line with
findings showing that the adoption of electronic medical record (EHR) systems is strongly
influenced by the availability of adequate technology infrastructure (Steinhauser & Raptis,
2023; Yi, 2018). The adoption rate of RMD in Indonesia is also still low. Data from the
Indonesian Hospital Association (PERSI) in 2022 showed that only around 40% of the 2,800
hospitals had implemented the system (Santoso et al., 2022). High implementation costs are an
additional obstacle, especially for small and private hospitals, where the initial investment can
reach IDR 1-2 billion (Basani, 2023). Research shows that high initial costs are often a major
barrier to EHR implementation in various countries, including Indonesia (Widiyanto, 2023).In
addition to improving operational efficiency and patient safety, DMR implementation can also
support regulatory compliance and accreditation processes. Accurate and complete medical
records are essential to meet the standards set by health authorities and ensure that hospitals
maintain their accreditation status (Rahmatiqa et al., 2020). This is important for the credibility
and overall quality assurance of healthcare institutions in Indonesia.

In addition, concerns over patient data security further complicate the situation. Data

from the Ministry of Communication and Informatics (2021) notes that the healthcare sector in
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Indonesia is one of the targets of cyberattacks, with approximately 8 million attacks detected
(Keshta & Odeh, 2021). Data security and privacy are important issues that must be addressed
to increase trust in the use of RMD (Keshta & Odeh, 2021; Wardhana et al., 2022). Government
regulations related to RMD are also inconsistent across regions, causing confusion for many
hospitals, especially private ones (Asyfia et al., 2023; Basani, 2023). The lack of human
resources skilled in health technology is slowing down the implementation of RMD. The
Ministry of Health noted that 35% of hospitals had difficulty in recruiting IT experts with
knowledge of RMD (Santoso et al., 2022). Research shows that the success of EHR
implementation is highly dependent on the availability of a skilled and trained workforce (Yi,
2018; Widiyanto, 2023). Although this challenge is considerable, with improved infrastructure
and support from the government, it is hoped that RMD implementation in Indonesia can run
more smoothly in the future (Steinhauser & Raptis, 2023; Santoso et al., 2022).

The failure to resolve the challenges associated with implementing electronic medical
records (EMR) in Indonesian hospitals could lead to significant repercussions across various
dimensions of healthcare delivery. One of the most pressing concerns is the potential for
compromised patient safety and care quality. The transition from paper-based to electronic
medical records is not merely a technological upgrade; it necessitates a fundamental change in
workflows and practices among healthcare professionals. Research indicates that the
persistence of outdated routines surrounding paper records can hinder the effective use of EMR
systems, leading to inefficiencies and errors in patient care (Scott et al., 2016). Moreover,
inadequate training and preparedness of healthcare staff to utilize these systems can exacerbate
these issues, potentially resulting in miscommunication or delayed treatment (Basani, 2023).

In addition to patient safety concerns, the lack of a robust digital medical record system
can also lead to legal and ethical complications. The absence of comprehensive electronic
records may expose healthcare providers to administrative and legal sanctions, as incomplete
or poorly managed medical records can result in violations of health regulations (Mardi, 2022).
Furthermore, the ethical implications of data security and patient confidentiality become
increasingly critical in the absence of established protocols for EMR usage. The risk of data
breaches and unauthorized access to sensitive medical information could undermine patient
trust and lead to significant legal liabilities for healthcare institutions (Assagaff, 2023;
Budiyanti et al., 2019). Furthermore, without a commitment to resolving EMR implementation
challenges, Indonesian hospitals may miss out on the benefits of better data analysis, population
health management, and personalized medicine, which are increasingly becoming standard in

global healthcare practices (Tapuria et al., 2021).
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This research proposes a comprehensive approach that integrates technology, regulation
and data security in the implementation of digital medical records in Indonesian hospitals. This
approach is important given the challenges faced, such as uneven technological infrastructure
and evolving regulations (Asyfia et al., 2023; Sanjaya, 2023). Previous research has often
separated studies on these aspects, ignoring the interaction between the three (Elkefi & Asan,
2022). In addition, data security awareness among healthcare workers is still low, which may
increase the risk of privacy breaches (Uwizeyemungu et al., 2019). In addition, this research
also provides a special focus on the Indonesian context, which has unique challenges such as
uneven technology infrastructure, evolving regulations, and relatively low levels of data
security awareness in many hospitals. Thus, this research is expected to provide new
contributions to the development of a more efficient, secure, and regulatory compliant digital
medical record implementation strategy in Indonesia.

The implementation of digital medical records (RMD) in Indonesian hospitals is
becoming increasingly important along with the rapid development of information technology
and the need for more efficient health services. Digital medical records (RMD) have great
potential to improve hospital operational efficiency, speed up diagnosis, and facilitate patient
data access and exchange. However, there are still significant challenges in implementing RMD
in Indonesia, mainly related to technological readiness, limited comprehensive regulations, and
evolving threats to data security. In the midst of accelerated digitization driven by the need for
fast and accurate healthcare services, the lack of understanding and strategies in addressing
technical, legal, and security aspects may hinder the full adoption of RMD. This research
becomes urgent to provide appropriate recommendations, as well as to ensure that the
implementation of RMD can be done safely, efficiently, and in accordance with applicable legal
standards, so that hospitals can provide better and reliable health services to the community.
Thus, this study aims to identify the challenges in Digital Medical Record Implementation from

the perspective of technology, regulation, and data security.

2. RESEARCH METHODOLOGY
Overview of the Systematic Literature Review Process

The methodology used in this study is Systematic Literature Review (SLR), which
aims to identify, assess, and interpret all relevant research findings related to challenges in the
implementation of Digital Medical Records in Indonesian Hospitals from the perspective of

technology, regulation, and data security. The SLR process follows the PRISMA (Preferred
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Reporting Items for Systematic Reviews and Meta-Analyses) guidelines, which consists of the
following stages:

a. Identification: At this stage, a literature search was conducted to collect articles,
journals and other documents relevant to the research topic. The search was conducted
through electronic databases such as Google Scholar, Scopus, and Web of Science using
predetermined keywords.

b. Filtering: After the identification stage, the search results were screened to eliminate
duplicates and irrelevant articles. Articles that did not meet the inclusion criteria or were
outside the scope of the study were eliminated at this stage.

c. Eligibility: Articles that passed the screening stage were then evaluated for eligibility
based on the predetermined inclusion and exclusion criteria. Articles that did not
provide sufficient data or were not relevant to the research focus were also eliminated
at this stage.

d. Inclusion: Articles that met all the criteria were included for further analysis. This stage

resulted in a final list of literature that would be analyzed in depth in the study.

Data Extraction
After the literature selection process is completed, the next stage is data extraction
from the selected articles. This process includes identifying and recording key information
from each article relevant to the research objectives.
a. Search String
The literature search is conducted using various keywords relevant to the research
topic. The keywords used are tailored to the databases accessed and include terms such as
"technology adoption", " regulatory frameworks", and "data security".
b. Inclusion and Exclusion Criteria
Inclusion Criteria:
1) Articles published in reputable scientific journals.
2) Articles that discuss challenges in implementing Digital Medical Records in Indonesian
hospitals
3) Aurticles published within the last 10 years to ensure data relevance.
4) Articles are available in English or Indonesian.
Exclusion Criteria:
1) Articles that do not provide empirical data or concrete research findings.

2) Articles that are not fully accessible (only available as abstracts).
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Figure 1. Systematic Review Diagram based on PRISMA
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3. RESULT
Distribution Paper Based on Developing Countries

Table 1. Distribution Paper Based on Developing Countries

Countries No. of Paper Pesentage

Jerman 3 10%

New York 1 3,33%
Inggris 1 3,33%
China 1 3,33%
Indonesia 2 6,66%
India 6 20%

Iran 1 3,33%
Israel 1 3,33%
Malaysia 1 3,33%
Polandia 1 3,33%
Austaralia 2 6,66%
Prancis 1 3,33%
Arab 1 3,33%
Rusia 2 6,66%
Switzerland 1 3,33%
China 1 3,33%
Thailand 1 3,33%

Based on the distribution of countries, the research reviewed in this study was published
in several countries, including Jerman, New York, Inggris, China, Indonesia, India, Iran, Israel,
Malaysia, Polandia, Austaralia, Prancis, Arab, Rusia, Switzerland, China and Thailand. Based
on the findings from these countries, the country with the highest journal article publication is

India with 6 journals each and a percentage of 20%.

Distribution Paper Based on Year

Table 2. Distribution Paper Based on Year

Year No. of Paper Pesentage
2019 2 6,66%
2020 1 3,33%
2021 2 6,66%
2022 7 23,3%
2023 9 30%
2024 9 30%

Based on the years of research in the range 2019-2024, 30 years of journal and
proceedings publications were obtained with a total percentage of 100%. In 2019, 2021 there
was 2 journal with a percentage of 6,66%. In 2022 there were 7 journals with a percentage of
23,33%. In 2023, 2024 there were 9 journals with a percentage of 30%. Based on this data, it
can be concluded that from 2016 to 2024 there were fluctuations in publishing.
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Based on the type of journal, this research is divided into two, namely proceedings and

scientific journals. Based on the findings of these two types of research, there are 5 proceedings

journals with a total percentage of 16.6% and 25 published research journals with a total

percentage of 83.3%.

Challenges in Implementing Digital Medical Records (DMR) from a Technological

Perspective

Tabel 4. Challenges in Implementing Digital Medical Records (DMR) from a Technological

Perspective

Technolog Description Examples and Research Author

y Aspect Implications Findings

System Difficulty  in |1. Different systems in | Poor Danny et al

Interoperab | connecting various hospitals | interoperability (2024);

ility different health | cannot connect, | slows medical | Oshani (2023)
systems, limiting the exchange | decision-making
limiting data | of patient data. as hospitals can't
exchange . Limited access to data | access patient data
across across institutions. from other
hospitals. facilities.

Privacy Maintaining . Health data breaches | Hospitals struggle | Christopher et
data can lead to privacy | with securing | al (2023);
confidentiality violations. patient data from | Hassan et al
and protecting |2. Risk of identity theft | breaches, risking | (2024)
against cyber | and misuse of | public trust in
threats. sensitive medical | digital systems.

information.

IT Insufficient . Hospitals in remote | Rural  hospitals | S. Badsha et al

Infrastructu | internet access | areas face  poor | often lack proper | (2019);

re and inadequate network  conditions, | infrastructure, Rachel, V. et al

Limitations | hardware in | limiting access to | which hinders | (2023)
some hospitals. DMR effective = DMR

. Computers or servers | implementation.
often experience

breakdowns or

overheating.

Implement | High initial |1. The cost of software | Small and | Anubhav et al

ation and costs and | acquisition and staff | medium hospitals | (2024);

Maintenan | ongoing training is high. face financial | Masarat, Ayat

ce Costs maintenance difficulties in | (2024)
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Technolog Description Examples and Research Author
y Aspect Implications Findings
for DMR |2. Small hospitals often | adopting and
technology. lack the budget for | maintaining DMR
regular system | systems.
updates.
Technolog | Resistance . Doctors and nurses are | Medical staff face | Venkatesh et al
y Adoption | from staff used | reluctant to use new | challenges (2024);
by Medical | to manual | systems due to | transitioning  to | Muhammad et
Staft methods; perceived complexity. | digital systems, | al (2023)
training . Intensive training is | slowing adoption
required. needed, but medical | due to limited
staff often lack time | training
for training. opportunities.

The implementation of Digital Medical Records in Indonesian hospitals faces several
significant technological challenges. One major issue is system interoperability, where the
Digital Medical Records system must integrate with various existing systems, such as
laboratory and radiology systems. Incompatibility between these systems often hampers the
efficient flow of information and creates difficulties in effective data sharing.

Privacy concerns are also a primary focus, given that medical data is highly sensitive.
Many hospitals struggle to implement systems that are secure enough to protect patient data
from unauthorized access. Additionally, IT infrastructure limitations pose a significant barrier,
as existing hardware and software may be inadequate to support advanced Digital Medical
Records systems.

Moreover, implementation and maintenance costs for Digital Medical Records systems
can be very high, adding a substantial burden to many hospitals. Technology adoption by
medical staff is another challenge, especially for those who are not familiar with digital
technology or who receive insufficient training. Addressing these challenges requires effective
strategies and support from various stakeholders to ensure the successful implementation of

Digital Medical Records.
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Challenges in Implementing Digital Medical Records (DMR) from a Regulation

Perspective

Tabel 5. Challenges in Implementing Digital Medical Records (DMR) from a Regulation

Perspective
Regulation | Description Examples and Research Author
Aspect Implications Findings

Regulatory | Hospitals Lack of understanding | Many hospitals do | Krzysztof,

Compliance | must comply | can lead to legal | not fully | Switata.
with violations and penalties. | understand (2023);
government regulations related | Patience,
regulations on to data security. Onuogu
data  storage (2023)
and access.

Patient Data | Data privacy | Weak security systems | Some hospitals | Susan, et al
Protection regulations in | increase the risk of data | lack adequate | (2024);
the digital | breaches, leading to loss | systems to protect | I[ris et  al
context  are | of public trust. patient data. (2022)
still vague.
Medical Rules on | Uncertainty around | Many healthcare | Frangois et al
Record digital digital signatures delays | workers are | (2022);
Validity signatures and | the adoption of digital | unclear on how to | Utkarsh et al
authentication | technology. properly (2021)
are unclear. implement  legal
digital signatures.
Long-Term | Regulations Unclear rules may result | Many  hospitals | Elif, et al
Data on long-term | in the loss of important | still keep physical | (2024);
Storage data  storage | data over time. records as backups | Nehama et al
are not clearly due to digital | (2022)
defined. regulation
uncertainty.
System No national | Different systems make | Many  hospitals | Wisnu et al
Interoperabi | standard for | it difficult to exchange | struggle to | (2024);
lity integrating data between hospitals | integrate their | T.,  Sujithra
different and other institutions. digital systems | (2022)
medical with others.
record
systems.

The implementation of Digital Medical Records (DMR) in Indonesian hospitals faces

several significant challenges. One major issue is Regulatory Compliance, where hospitals

must adhere to complex and evolving regulations and ensure that DMR systems align with

health and privacy laws. Additionally, Patient Data Protection is a crucial concern, as

safeguarding patient data from breaches or unauthorized access is essential. This requires

robust security mechanisms to protect sensitive patient information.
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On the other hand, ensuring Medical Record Validity is vital to maintain the accuracy

and medical legitimacy of recorded data, as errors in medical records can have serious

implications for patient care. Long-Term Data Storage is also a critical challenge, necessitating

adequate planning and infrastructure to securely store data and ensure consistent access over

time. Lastly, System Interoperability requires that DMR systems integrate effectively with

other health systems to facilitate efficient information exchange across the healthcare network.

Addressing these challenges is key to the successful implementation of DMR in Indonesian

hospitals.

Challenges in Implementing Digital Medical Records (DMR) from a Data Security

Perspective

Tabel 6. Challenges in Implementing Digital Medical Records (DMR) from a Data Security

Perspective
Regulation Description Examples and Research Author
Aspect Implications Findings
Infrastructur | Protecting  IT | Servers vulnerable to | Many  hospitals | Yasir et al
e Security infrastructure ransomware: Loss of | lack optimal | (2023);
from sensitive medical data. | protection AA, Mokhov
cyberattacks. systems. (2022)
Data Data must be | Unencrypted data: Risk | Only some | Salem et al
Encryption | encrypted of data theft by hackers. | hospitals  apply | (2020);
during storage strong data | Yaping et al
and transfer. encryption. (2022)
Access Restricting Unrestricted access: | Access control is | Nahla, F. et al
Control access to | Privacy violations. often inadequate. | (2022);
medical records Naresh et al
for authorized (2023)
staff.
Incident Quick response | No response plan: Slow | Many  hospitals | G.,
Response to data breaches | incident handling, | lack Sucharitha. Et
or cyberattacks. | patient data risk. comprehensive al (2023);
incident P.Y.S.,
protocols. Lakshman et
al (2021)
Regular Routine audits | No  regular audits: | Security audits are | Rashmi et al
Security to identify | System vulnerabilities | infrequent, (2024);
Audits security remain undetected. especially in rural | Wasinee et al
weaknesses. areas. (2019)

The implementation of Digital Medical Records (DMR) in Indonesian hospitals faces

several challenges, particularly concerning data security. One major challenge is Infrastructure

Security. A robust and secure infrastructure is essential to protect DMR systems from cyber

threats. Many hospitals lack the necessary infrastructure to handle the risks associated with
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storing and managing digital medical data, such as servers and networks vulnerable to hacking
or technical failures. This requires substantial investment in technology and human resources
to ensure that DMR systems operate securely and reliably.

Additionally, Data Encryption, Access Control, Incident Response, and Regular
Security Audits are critical components. Data Encryption is vital for safeguarding sensitive
medical information from unauthorized access during storage and transmission. Access Control
ensures that only authorized personnel can access specific data, reducing the risk of information
leaks. Incident Response refers to the hospital's preparedness to swiftly and effectively address
security breaches. Lastly, Regular Security Audits are necessary to identify potential
vulnerabilities and ensure compliance with security standards. Overall, addressing these
challenges requires strategic planning and attention to maintain the integrity and confidentiality

of medical data in DMR implementation.

3. DISCUSSIONS
Challenges in Implementing DMR from a Technological Perspective

The implementation of digital medical records (DMRs) presents a myriad of challenges
from a technological perspective, which can significantly impact the efficiency and
effectiveness of healthcare delivery systems. These challenges are multifaceted, encompassing
issues related to interoperability, user acceptance, data security, and the integration of advanced
technologies such as artificial intelligence and blockchain. One of the primary technological
challenges in implementing DMRs is interoperability. Interoperability refers to the ability of
different information systems and software applications to communicate, exchange data, and
use the information that has been exchanged. The lack of standardized interfaces among various
electronic health record (EHR) systems can lead to fragmented healthcare delivery, where
patient information is siloed within different systems, making it difficult for healthcare
providers to access comprehensive patient histories (Sanjaya, 2023; Janett & Yeracaris, 2020).
This fragmentation not only complicates care coordination but also increases the risk of
medical errors due to incomplete information being available to clinicians (Meshkat et al.,
2022; Gee & Newman, 2013).

Moreover, the integration of DMRs into existing healthcare workflows poses
significant challenges. Many healthcare professionals are accustomed to traditional paper-
based records, and transitioning to a digital system requires substantial changes in daily
routines and workflows. This transition can lead to increased documentation burdens, which

may detract from face-to-face patient interactions and contribute to clinician burnout (Meshkat
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et al., 2022; Gee & Newman, 2013; Quiroz et al., 2019). The need for extensive training and
adaptation to new technologies can further exacerbate resistance among healthcare staff,
hindering the successful adoption of DMRs (Quiroz et al., 2019).Data security and privacy
concerns are also paramount in the implementation of DMRs. The digitization of sensitive
patient information raises the stakes for data breaches and unauthorized access, necessitating
robust cybersecurity measures to protect patient data (Negro-Calduch et al., 2021; Carter et al.,
2019). Healthcare organizations must navigate complex regulatory environments, such as the
Health Insurance Portability and Accountability Act (HIPAA) in the United States, which
mandates stringent protections for patient information. Failure to comply with these regulations
can result in severe penalties and loss of patient trust (Negro-Calduch et al., 2021).

In addition to these challenges, the integration of advanced technologies such as
artificial intelligence (AI) and blockchain into DMR systems presents both opportunities and
obstacles. Al has the potential to enhance clinical documentation processes and improve patient
care through predictive analytics and decision support tools (Lin et al., 2018). However, the
successful implementation of Al requires careful consideration of the ethical implications,
potential biases in algorithms, and the need for transparency in Al-driven decision-making
processes (Lin et al., 2018). Similarly, while blockchain technology offers promising solutions
for secure and efficient health records management, its implementation is hindered by
scalability issues, the need for widespread adoption, and the complexity of integrating
blockchain with existing systems (Santoso et al., 2020).

The financial implications of implementing DMRs also cannot be overlooked. The
costs associated with purchasing, maintaining, and upgrading electronic health record systems
can be substantial, often running into millions of dollars for large healthcare organizations (Gee
& Newman, 2013). Furthermore, the initial investment may not yield immediate returns, as the
transition period often involves decreased productivity and increased operational costs due to
the learning curve associated with new technologies (Gee & Newman, 2013). In summary, the
challenges in implementing digital medical records from a technological perspective are
complex and interrelated. Issues of interoperability, user acceptance, data security, and the
integration of advanced technologies all contribute to the difficulties faced by healthcare
organizations in adopting DMRs. Addressing these challenges requires a multifaceted approach
that includes stakeholder engagement, investment in training and support, and the development

of standardized protocols to facilitate seamless information exchange across different systems.
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Challenges in Implementing DMR from a Regulation Perspective

The implementation of digital medical records (DMRs) presents a myriad of challenges,
particularly from a regulatory perspective. As healthcare systems increasingly transition from
paper-based records to electronic formats, the complexities surrounding compliance with
existing regulations, data privacy, and interoperability become paramount. One of the foremost
challenges in implementing DMRs is ensuring compliance with regulatory frameworks that
govern data privacy and security. The Health Information Technology for Economic and
Clinical Health (HITECH) Act, for instance, has set forth stringent requirements for the
protection of electronic health information, mandating that healthcare providers adopt secure
electronic medical record (EMR) systems (Carter et al., 2019). However, many healthcare
organizations struggle to meet these standards due to a lack of resources and expertise in
cybersecurity, which can lead to vulnerabilities in patient data protection (Escano & Raheja,
2017). The integration of disparate systems further complicates compliance, as different
entities may have varying standards and protocols, making it difficult to maintain a cohesive
regulatory approach (Escano & Raheja, 2017; Janett & Yeracaris, 2020).

Moreover, the issue of interoperability remains a significant barrier to the effective
implementation of DMRs. Interoperability refers to the ability of different health information
systems to communicate and exchange data seamlessly. A lack of standardized interfaces
among various EMR systems can impair the effective collaboration and information exchange
necessary for comprehensive patient care (Janett & Yeracaris, 2020). This fragmentation not
only hinders the quality of care but also poses regulatory challenges, as healthcare providers
may inadvertently violate data sharing regulations due to incompatible systems (Janett &
Yeracaris, 2020; Isakari et al., 2023). The need for standardized protocols is further emphasized
by the increasing demand for integrated health records that can facilitate coordinated care
across multiple providers (Houben et al., 2015).

In addition to compliance and interoperability, the challenge of ensuring patient privacy
and data security cannot be overstated. The digitization of medical records raises significant
concerns regarding the confidentiality of sensitive health information. Patients often express
anxiety about the potential for data breaches and unauthorized access to their medical records
(Tapuria et al., 2021). Regulatory bodies have responded by instituting strict guidelines for data
handling and patient consent, yet the rapid pace of technological advancement often outstrips
the ability of regulations to adapt (Chen et al., 2012). As healthcare organizations implement
DMRs, they must navigate a complex landscape of legal requirements while also addressing

the ethical implications of patient data usage (Isakari et al., 2023; Taki, 2023). Furthermore,
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the implementation of DMRs can exacerbate existing disparities in healthcare access and
quality. In many regions, particularly in low- and middle-income countries, there are significant
gaps in digital infrastructure and workforce training (Mumtaz, 2023; Owoyemi et al., 2022).
These disparities can hinder the effective rollout of DMR systems, as healthcare providers may
lack the necessary skills to utilize digital tools effectively (Mumtaz, 2023). Regulatory
frameworks must therefore account for these inequalities, ensuring that all healthcare providers
have the resources and training needed to comply with digital record-keeping standards
(Mumtaz, 2023; Owoyemi et al., 2022).

The transition to DMRs also necessitates a cultural shift within healthcare
organizations, which can be met with resistance from staff accustomed to traditional record-
keeping methods. Training and education are critical components of this transition, as
healthcare workers must be equipped with the knowledge and skills to navigate new
technologies (Ismawati et al., 2021). However, regulatory bodies often do not provide sufficient
guidance or support for training initiatives, leaving organizations to develop their own
strategies for workforce development (Ismawati et al., 2021). This lack of standardized training
can lead to inconsistencies in record-keeping practices, further complicating compliance
efforts.

Moreover, the ethical implications of patient access to their own health records must be
considered. While empowering patients to access their medical information can enhance
engagement and self-management, it also raises questions about the potential for
misinterpretation of data and the psychological impact of accessing sensitive health
information (Hégglund et al., 2022). Regulatory frameworks must strike a balance between
promoting patient empowerment and safeguarding against the risks associated with increased
access to personal health data (Hagglund et al., 2022). Finally, the global nature of healthcare
necessitates a consideration of international regulatory standards in the implementation of
DMRs. As healthcare providers increasingly operate across borders, the need for harmonized
regulations becomes critical to ensure compliance and protect patient data (Taki, 2023).
However, differing legal frameworks and cultural attitudes towards data privacy can
complicate efforts to establish a unified approach to digital record-keeping (Taki, 2023).
Regulatory bodies must engage in international dialogue to develop standards that can be
universally applied while respecting local laws and customs (Taki, 2023).

In conclusion, the challenges associated with implementing digital medical records
from a regulatory perspective are multifaceted and complex. Compliance with existing

regulations, ensuring interoperability, safeguarding patient privacy, addressing disparities in
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access, and navigating the financial and ethical implications of digital record-keeping all
present significant hurdles. As healthcare organizations continue to adopt DMR systems, it is
imperative that regulatory bodies provide clear guidance and support to facilitate a successful

transition that prioritizes patient safety and quality of care.

Challenges in Implementing DMR from a Data Security Perspective

The implementation of digital medical records (DMRs) in healthcare settings has been
met with numerous challenges, particularly from a data security perspective. As healthcare
organizations increasingly adopt electronic health records (EHRSs), the protection of sensitive
patient information has become paramount. The transition from paper-based records to digital
formats introduces vulnerabilities that can be exploited by cybercriminals, leading to data
breaches and compromised patient confidentiality. This discussion synthesizes various
scholarly sources to explore the multifaceted challenges associated with the security of digital
medical records.

One of the most significant challenges in implementing DMRs is the inherent risk of
cyberattacks. The healthcare sector has become a prime target for cybercriminals due to the
sensitive nature of the data it handles. Research indicates that healthcare organizations are
frequently subjected to ransomware attacks, which can lock access to critical patient data until
a ransom is paid (Alanazi, 2023; Lekshmi, 2022; Wright, 2023). The WannaCry ransomware
attack in 2017 serves as a stark reminder of the vulnerabilities present in healthcare systems,
affecting numerous organizations globally and highlighting the urgent need for robust
cybersecurity measures (Aljuraid & Justinia, 2022). The financial implications of such attacks
are substantial, not only due to ransom payments but also because of the potential costs
associated with data recovery, legal liabilities, and damage to reputation (Nifakos et al., 2021;
Sanmorino, 2023).  Moreover, the complexity of healthcare IT environments exacerbates
security challenges. The integration of various technologies, including cloud computing,
mobile devices, and interconnected medical devices, creates a heterogeneous landscape that is
difficult to secure (Sanmorino, 2023; Arain et al., 2019). Each device and application may have
different security protocols, leading to potential gaps in protection. The legal and ethical
implications of data security in healthcare cannot be overlooked. The use of DMRs raises
questions regarding data ownership, consent, and the ethical responsibilities of healthcare
providers to protect patient information (Budiyanti et al., 2019). As healthcare becomes
increasingly personalized, the need for stringent data protection measures grows, particularly

concerning genomic data and other sensitive health information. The lack of specific
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regulations governing data security in some regions further complicates the landscape, leaving
healthcare organizations vulnerable to legal repercussions in the event of a data breach
(Budiyanti et al., 2019).

Furthermore, the evolving nature of cyber threats necessitates continuous adaptation of
security strategies. Cybercriminals are constantly developing new techniques to exploit
vulnerabilities, making it imperative for healthcare organizations to stay ahead of potential
threats (Alanazi, 2023; Baptist, 2023). This dynamic environment requires regular assessments
of security protocols, investment in advanced technologies, and collaboration with
cybersecurity experts to identify and address emerging risks (Jerry-Egemba, 2023). Hospital
must also consider the integration of advanced technologies such as artificial intelligence and
machine learning to enhance threat detection and response capabilities (Sanmorino, 2023;
Coventry & Branley, 2018). In addition, interoperability presents another challenge in securing
digital medical records. The ability to share data across different systems and platforms is
essential for providing comprehensive patient care, yet it also increases the risk of data breaches
(Rigas, 2023; Natsiavas et al., 2018). Ensuring that data remains secure during transmission
and that all systems adhere to consistent security standards is crucial for maintaining patient
confidentiality. The development of standardized protocols for data exchange can help mitigate
these risks, but achieving interoperability while ensuring security remains a complex challenge
(Natsiavas et al., 2018).

In conclusion, the implementation of digital medical records in healthcare settings is
fraught with challenges from a data security perspective. Cyberattacks, complex IT
environments, human factors, legal and ethical considerations, evolving threats, economic
implications, and interoperability issues all contribute to the difficulties faced by healthcare
organizations. Addressing these challenges requires a multifaceted approach that includes
robust cybersecurity measures, clear regulatory guidelines, and ongoing investment in
technology and infrastructure. As the healthcare sector continues to evolve, prioritizing the
security of digital medical records will be essential for protecting patient information and

maintaining trust in healthcare systems.

4. CONCLUSIONS

Based on the literature review that has been conducted, it is known that the research
findings show that the implementation of digital medical records in Indonesian hospitals faces
various significant challenges from three main perspectives, namely technology, regulation,

and data security. The technology perspective includes several challenges such as 1) System
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Interoperability, Privacy, IT Infrastructure Limitations, Implementation and Maintenance Costs
and Technology Adoption by Medical Staff. The regulatory perspective includes several
challenges such as 1) Regulatory Compliance, Patient Data Protection, Medical Record
Validity, Long-Term Data Storage and System Interoperability. The data security perspective
includes challenges such as 1) Infrastructure Security, Data Encryption, Access Control,
Incident Response and Regular Security Audits. Therefore, a comprehensive and structured
collaborative effort is needed between various stakeholders, including the government,
hospitals, technology providers, and other related institutions, to overcome the various
challenges faced in the implementation of digital medical records. These efforts should include
strengthening regulations, improving technology infrastructure, and training for medical
personnel. In addition, a focus on data security with protection systems that comply with
international standards is essential to prevent information leakage. With these measures, digital
transformation in Indonesia's healthcare sector can be effective and safe, improving the overall

quality of healthcare services.
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